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CAMPUS SECURITY ACT DISCLOSURE STATEMENT – Clery Act 

The Campus Security Act (Public Law 102-26) 34 C.F.R. Section 668.46 (c)(1) requires postsecondary 
institutions to disclose the number of instances in which certain specific types of crimes have 
occurred in any building or on any property owned or controlled by this institution which is used for 
activities related to the educational purpose of the institution and/or any building or property 
owned or controlled by student organizations recognized by this institution. In compliance with that 
law, the following reflects this institution’s crime statistic for the period between 01/01/2022 and 
12/31/2024. PLEASE NOTE THAT THIS INSTITUTION DOES NOT HAVE ON CAMPUS HOUSING. THE 
STATISTICS BELOW REPORT ONLY THOSE INCIDENTS REPORTED TO THE INSTITUTIONAL 
ADMINISTRATION AND/OR TO THE LOCAL POLICE. 

Report Distribution Date: October 1, 2025 
Occurrences REPORTED within the 2022, 2023 & 2024 Calendar Year 

 
Crimes Reported 

2022 
2023 
2024 

Location: 
C=Campus 
N=Non-campus 
P=Public Area 

*Hate Crime     
(see note) 

(i) Criminal homicide:    

(A) Murder and non-negligent manslaughter 0 0 0 

(B) Negligent manslaughter 0 0 0 

(ii) Sex Offenses:    

(A) Rape 0 0 0 

(B) Fondling 0 0 0 

(C) Incest 0 0 0 

(D) Statutory Rape 0 0 0 

(iii) Robbery 0 0 0 

(iv) Aggravated assault 0 0 0 

(v) Burglary 0 0 0 

(vi) Motor Vehicle Theft 0 0 0 

(vii) Arson 0 0 0 
Arrest and referrals for disciplinary actions including:    

(A) Arrests for liquor law violations, Drug law violations, and illegal 
weapons possession: 

0 0 0 

(B) Persons not included in 34 CFR 668.46(c)(1)(ii)(A) who were 
referred to campus disciplinary action for liquor law violations, 
drug law violations, and illegal weapons possession 

0 0 0 

Hate crimes: As listed under 34. CFR668.46 (c)(1)(i)    

(A) Larceny-theft 0 0 0 
(B) Simple Assault 0 0 0 

(C) Intimidation 0 0 0 

(D) Destruction, Damage or Vandalism of Property 0 0 0 

(viii) Liquor law violations 0 0 0 

Incidents of sexual assault 0 0 0 

Domestic Violence 0 0 0 

Dating Violence 0 0 0 

Stalking 0 0 0 

*NOTE - Crimes reported under any category listed in this section that show evidence of prejudice based on race, religion, 
sexual orientation, ethnicity or disability as prescribed by the Hate Crimes Statistical Act. 
 

To request a printed paper copy- please email contact@idi.edu 
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CAMPUS SECURITY ACT 
DISCLOSURE STATEMENT
The Campus Security Act (Public Law 102-26) requires postsecondary institutions to disclose 

the number of instances in which specific types of crimes have occurred in any building or 

any property owned or controlled by the institution which is used for activities related to the 

educational purpose of the institution and/or any building or property owned or controlled 

by student organizations recognized by the institution. In compliance with that law, the 

following reflects this institution’s crime statistics. The most recent reported statistics are 

available on the school website idi.edu, listed under “Disclosures,” “IDI Annual Campus 

Safety and Security Survey.” IDI has had zero reportable incidents since 1995. 

ON-CAMPUS STATISTICS OF CRIMINAL OFFENSE 

Reported: 2019 - 2024 calendar years 

Criminal Homicide 0 Aggravated Assault/Battery 0 Rape 0

Burglary 0 Sexual Assault 0 Arson 0 

Robbery 0 Motor Vehicle Theft 0 Liquor Law Violation 0 

Weapons Possession 0 Drug Abuse Violation 0 Prejudice Crimes 0 

Unfounded Reports of Sexual Assault 0 

This institution employs campus security personnel and encourages both its employees and 

students to immediately report suspected criminal activity or other emergencies to the 

nearest available campus security officer or school official and/or in the event of an 

emergency, to directly contact local law enforcement or other emergency response 

agencies by dialing “911”. 

Only students, employees, and other parties having business with this institution should be 

on institutional property. Other individuals present on institutional property at any time 

without the expressed permission of the appropriate institutional official(s) shall be viewed 

as trespassing and may be subject to a fine and/or arrest. In addition, students and 

employees present on institutional property during periods of non-operation without the 

express permission of the appropriate institutional official(s) shall also be viewed as 

trespassing and may also be subject to a fine and/or arrest. 
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Title

Title IX Coordinator 

Executive Director 

Admissions Officer 

Student Services

Phone

(949) 675-4451

(949) 675-4451

(949) 675-4451

(949) 675-4451

An unarmed guard is available after 5:30 pm Monday-Thursday to assist students, faculty, 

and staff of IDI. The guard is authorized to request identification from those individuals, who 

are unfamiliar to them, and identification is required of all individuals arriving or leaving

after the campus buildings are secured. The guard has the authority to evict unauthorized 

persons from the premises. Students are advised to always carry their IDI Photo ID Student 

Card and to present it upon request. Security personnel may not make arrests but are 

instructed to promptly contact Newport Beach Police Department and the Executive 

Director if any illegal activity occurs.

Campus Security Authorities at IDI include security officers or any official of the institution 

who has significant responsibility for student and campus activities. The Title IV Director or 

her designee may identify other officials as it is deemed necessary.

The IDI Authorities are:

All members of the campus community are encouraged to report crimes or criminal activity 

to IDI security via Universal Protection at (866) 234-9851 or to an individual on the Campus 

Security list.
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ADVISORS - CONFIDENTIAL 

As a result of the negotiated rulemaking process, which followed the signing into law of the 

1998 amendments to 20 U.S.C., Section 1092(f), clarification was given to those considered to 

be Campus Security Authorities. Advisors, when acting as such, are not considered to  

be a Campus Security Authority and are not required to report crimes for inclusion into the 
annual disclosure of crime statistics. Student Services Office or Executive Director, when 

acting as advisors are not considered to be campus security authority and are 

not required to report crimes for inclusions into the annual disclosure of crime statistics. 

The Executive Director, when deemed appropriate, will inform persons being advised of the 

procedures to report crimes on a voluntary, confidential basis for inclusion into the annual 

crime statistics. Please contact the Executive Director at (949) 675-4451 to confidentially 

report a crime. 

If a student is a victim of a crime and does not want to pursue action with IDI or the criminal 

justice system, the student still may want to consider making a confidential report. With the 

students’ permission, the Executive Director can file a report on the details of the 

incident without revealing the student’s identity. The purpose of the confidential report is to 

comply with the students’ wish to keep the matter confidential while taking steps to ensure 

the safety of the students and that of others. Reports filed in this manner are counted 

and disclosed in the Annual Security Report statistics for IDI. Reports are kept in a secure 

location in the office of the Executive Director. 

For additional information on Student Services, please contact the Executive Director, or 

the Associate Director of Education at (949) 675-4451. 

IDI maintains a Crime Log of all criminal incidents reported to the institution. The Crime Log 

includes the date and time the incident occurred, the nature of the offense, the location of 

the offense, and the offense allegedly committed. The Crime Log is available for public 

inspection in the Executive Director’s office during normal business hours. 
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IDI will simultaneously provide in writing to both the accused and accuser the results of any 

disciplinary proceeding conducted against a student accused of dating violence, domestic

violence, sexual assault, or stalking. The accused and accuser may appeal the result of the 

institutional disciplinary hearing by submitting a written appeal within 30 days of the result 

to the Executive Director, Interior Designers Institute, 1061 Camelback Street, Newport 

Beach, CA 92660. Any changes to the final result will be simultaneously provided in writing 

to both the accused and accuser within 30 days of receipt of appeal. 

RELATIONSHIPS WITH LOCAL AND STATE POLICE 

In the event of an emergency, the IDI security will first confirm that there is, in fact, an 

emergency or dangerous situation that poses an immediate threat to the health or safety of 

some or all members of the college community. IDI will communicate without delay via 

email, cell phone, or text message. It is the student’s responsibility to provide current 

contact information and to activate their IDI student email account. Notifications are not 

limited to violent crimes or crimes against person but may be threats to persons or to 

property. For example, there may be a rash of burglaries or motor vehicles thefts that merit 

a notification because they represent a continuing threat to the campus community. 

The decision to issue a notification is based on the nature of the crime, the continuing 

danger to the campus community, and the possible risk of compromising law enforcement 

efforts. Notification should allow the members of the campus community to protect 

themselves. Notifications include information about the crime that triggered the 

notification and all information that will promote safety that would aid in the prevention of 

similar crimes. 

KEY FOBS 

Security of IDI students and faculty is a high priority. To prevent unauthorized individuals 

from entering any campus facility, each student and faculty member is issued a key fob, 

providing building access. The key fob is required to be used at all times. Do not share the 

key fob. There is no charge for the key fob; however, loss of the key fob will result in a $100 

fee. 
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DRUG AND ALCOHOL POLICY - SUBSTANCE-FREE ENVIRONMENT 
In accordance with federal and state law, the unlawful manufacture, distribution, possession, sale, 
or use of illegal drugs is strictly prohibited for all IDI students and employees. IDI also enforces state 
laws regarding underage drinking. These prohibitions apply on campus and during any Institute-
sponsored activities. 
 
Violations may result in disciplinary action, up to and including expulsion or termination of 
employment. 
 
In compliance with the Drug-Free Workplace Act of 1988 and the Drug-Free Schools and 
Communities Act Amendments of 1989 (Public Law 101-226), IDI provides all students and 
employees with the Drug Prevention Policy annually. 
For more information or to request an additional copy of this policy, please contact Student 
Services. 

WEAPONS POLICY 

Possession or use of firearms, fireworks, ammunition, or other dangerous weapons or 

materials is prohibited on IDI-controlled property and at all college-sponsored activities. 

PROGRAMS TO INFORM STUDENTS AND EMPLOYEES ABOUT THE PREVENTION OF CRIMES 

IDI provides online seminars designed to heighten awareness of crime and its prevention. 

In addition to the annual campus security report, students and staff are notified of specific 

security concerns as they arise throughout the year. 

In the event that IDI, when working with local police or IDI security, determines that a 
particular criminal offense continues to be a threat to the campus community, it will notify 

the campus community by text, email and make announcements in each class. 

Students, Faculty, and Administrative Staff are required to review all policies that refer to 

crime awareness, campus security, discrimination, and student conduct. 

PROGRAMS AND PROCEDURES REGARDING SEXUAL VIOLENCE 

Sexual Violence, including Domestic Violence, is prohibited by IDI and is incompatible with 

the Institution’s goal of providing a healthy educational environment for students, faculty, 

staff, and guests. Sexual offenses involve the physical contact of a sexual nature which is 

against one’s will or without one’s consent.
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Consent requires a voluntary, positive agreement between the participants to engage in 

specific sexual activity. Sexual activity that is nonconsensual would include, but is not 

limited to:

nonconsensual sexual intercourse or penetration (vaginal, oral, or anal) by any means;

nonconsensual sexual contact (any touching or intimate body parts with any body part 

or object without consent)

sexual contact with a person while knowing or having reason to know that the person is 

incapacitated by any means including alcohol or drugs.

Sexual violence can be perpetrated by a stranger or acquaintance. Both men and women 

can be victims or perpetrators. The following website provides information on registered sex 

offenders in California: https://www.meganslaw.ca.gov/

EMERGENCY NOTIFICATION

At IDI, the safety of our students, faculty, and staff is of primary importance and we are 

committed to preventing situations that could cause harm to any member of our campus 

community. Sometimes emergencies do occur, however, and in the event of an emergency,

it’s critical to stay informed. IDI will deliver notifications to all students via text message and 

to the student’s IDI email address.

Why is this important?

The information in the emergency notification system will be used primarily to contact all 

members of the campus community in case of an emergency, an evacuation due to a 

natural disaster, or some other urgent situation that requires a wide-scale notification of the 

IDI community as determined by the Executive Director.

EMERGENCY NOTIFICATION AND EVACUATION POLICY

Process used to confirm that there is a significant emergency or dangerous situation:

In the event of a report of a dangerous or emergency situation to any staff member, the 

staff member will contact the Executive Director or any member of the administration. The 

Executive Director or other administrative member will then review the situation, and if 

appropriate confer with local law enforcement to confirm the issues involved and 

determine if activation of the Emergency Notification system is warranted.
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The only reason IDI would not immediately notify the campus community is if doing so 

would compromise efforts to assist a victim, contain the emergency, respond to the 

emergency, or otherwise mitigate the emergency.

In the event the emergency requires IDI to close temporarily, the Executive Director will 

generate an email and or text message announcing the closure. 

EMERGENCY PROCEDURES 

In the event of a fire, students should proceed calmly to the nearest exit and evacuate 

the building. Do not use elevators. Follow the instructions of faculty or staff. 

In the event of an earthquake, the greatest danger comes from falling objects. 

Students should immediately take cover under a sturdy desk or table, if available. If 

not, kneel down, cover your head and neck with your arms, and stay away from 

windows and heavy objects. Remember to duck, cover, and hold until the shaking 

stops. 

If evacuation is necessary after an earthquake, students should exit the building 

carefully using the nearest safe route. 

Evacuation plans are posted throughout the campus. Students are encouraged to 

familiarize themselves with these plans.  

CAMPUS SECURITY REPORT-CAMPUS SECURITY ACT DISCLOSURES

The purpose of this report is to advise current and prospective students, faculty, and staff of 

crimes that have occurred on campus during the past calendar year, to define the 

procedures for reporting criminal actions or other emergencies occurring on campus, and 

to state the policies concerning the college’s response to such reports. 

SECURITY OF CAMPUS FACILITIES 

During an academic term, the school doors are opened at 8:30 am Monday through 

Thursday and are secured at 9:15 pm; and on Friday, they are opened at 9:30 am and are 

secured at 3:00 pm. Students may access the drafting rooms and computer labs during 

these times. No one is allowed to enter the facilities after closing or before opening without 

authorization froma school official. There is a security guard from 5:30 pm – 9:30 pm 

Monday through Thursday. The phone number for Universal Protection is 866-234-9851. The 

security guard and administration personnel are responsible for checking that opening 

and closing procedures are followed.
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PARKING LOT 

Interior Designers Institute contracts a private security company to monitor activities in the 

parking areas in the evenings. Each student and employee is encouraged to be vigilant of 

criminal activity and to report any such activity to the security guard by calling Universal 

Protection at 866-234-9851 or by contacting a local law enforcement agency immediately 

REPORTING PROCEDURES 

When notified of any criminal activity, the administrator will report the activity to the local 

law enforcement agency immediately. Additionally, the campus community will be notified

via email, within 48 hours of a confirmed report. During the school orientation program, 

the students will be informed about campus security procedures and policies, and the 

students will be encouraged to be responsible for their own security and the security of 

others. In the event of an emergency, local law enforcement officials can be contacted by 

calling 911 to report any criminal activity. 

PERSONAL PROPERTY 

IDI is not responsible for lost or stolen property. All students and staff are reminded not to 

leave personal property unattended for any length of time. 

ACTIVE SHOOTER 

Active Shooter incidents are unpredictable and of short duration. Although they are rare, 

faculty have been trained in implementing specific actions outlined here. Students should 

use common sense and follow the instructions of the administration and or your professor. 

If there is no administration or professor present, the following actions should be taken 

without them. First, run with an escape route in mind. Evacuate regardless of whether 

others agree to follow. Leave belongings behind and only help others if possible. Do not 

move wounded people. Hide by remaining out of the active shooter’s view. Hideouts 

should provide protection if shots are fired. Blockade doors with heavy furniture, turn off 

the lights, close blinds, and silence cell phones. The best locations provide options for 

movement. Remain quiet and do not answer the door until emergency personnel arrive. 

As a last resort, attack the active shooter. Act aggressively, throwing items. Commit to 

actions and follow through. When police officers arrive, follow their instructions, walk with 

your hands raised, and do not speak to officers unless spoken to. 
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CYBER SECURITY POLICIES 
Information security policy 
 

1. Policy statement: IDI has a continuing responsibility to protect the confidentiality, maintain the integrity, and 
ensure the availability of its information assets. Unauthorized modification, deletion, or disclosure of 
information assets can compromise or violate the privacy rights, and possible constitute a criminal act. It is the 
policy of IDI to ensure: 

 confidentiality of personally identifiable information on all systems; 
 integrity of data stored on or processed by the IDI systems; 
 availability of information stored or processed by IDI systems; 
 maintenance and currency of applications installed on IDI systems; and 
 compliance with applicable laws, regulations and IDI policies, standards and procedures 

governing information security and privacy protection. 
 

2. Scope: IDI security policy applies to: 
 Information assets that are acquired, transmitted, processed, transferred and/or maintained by 

IDI; 
 All media in which the information assets are held (e.g., paper, electronic, oral, etc.); 
 All data systems and equipment including departmental equipment as well as data residing on 

these systems and equipment; 
 All faculty, staff administrators, students, and consultants employed by IDI having access to IDI 

Information assets, and; 
 Personal electronic devices of IDI faculty, staff administrators which access information 

technology resources. 
 

3. Responsibilities: Information roles and responsibilities are intended to support IDI’s information security 
program. These roles and responsibilities include, but may not be limited to the following: 

1. Information Security Officer is an administrator designated by IDI’s President to implement this 
policy, develop standards and procedures to support this policy. They are responsible for training 
and information material to ensure compliance with applicable laws, regulations, and IDI policies 
regarding information security. Additionally, the officer is tasked with performing and documenting 
periodic risk assessments to identify and reassess internal and external risks to the security, 
confidentiality, and integrity of customer information. They also develop and maintain access 
controls to authenticate and limit access to sensitive information only to authorized users as 
necessary for their roles. The Information Security Officer shall take steps to maintain current 
knowledge of changing information security threats and counter measures. They will take 
reasonable steps to select and retain service providers that are capable of maintaining appropriate 
safeguards for customer information. The Information Security Officer will periodically assess service 
providers based on the risk they present and the continued adequacy of their safeguards. 

2. Custodian of records are appropriates administrators designated by IDI’s President who are 
responsible for 1)accepting and responding to subpoenas, 2)accepting and responding to request 
made for records made pursuant to the California Public Record Act, 3)ensuring compliance with 
IDI’s records/information retention an disposition schedules are met. 

3. Faculty, Staff and employees of IDI who are in the course and scope of their duties and 
responsibilities access, collect, distribute, process, store, use, transmit, or dispose of IDI information 
assets are responsible for following established information security policies, standards and 
procedures. Additionally, they are responsible for identifying and managing the data, personnel, 

INTERIOR DESIGNERS INSTITUTE 
1061 Camelback St., Newport Beach, CA 92660 
P: 949-675-4451 
F: 949-759-0667 
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devices, systems, and facilities according to their importance to business objectives and risk 
strategy.  

 
4. Policy compliance: IDI reserves the right to temporarily or permanently suspend, block, or restrict access to 
information assets, when it is reasonably appears necessary to do so to protect the confidentiality, integrity, 
availability, or function of those assets. 
Any disciplinary action resulting from violations of this policy or program supporting policies, standards or 
procedures shall be administered in a manner consistent with the terms of the applicable collective bargaining 
agreement and/or applicable provisions of the California Education Code. Student infraction of this policy or 
supporting policies may be referred to the Executive Director for further action. Third Party Service Providers 
who do no not comply with established information security policies or procedures may be subject to 
appropriate action as defined in contractual agreements. 
 

Protecting the confidentiality of social security numbers 
 
1. Background: The Social Security Number (SSN) has a unique status as a privacy risk. No other form of 

personal identification plays such an important role in linking records that contain sensitive information that 
individuals generally wish to keep confidential. The broad use and public exposure of SSNs has been a major 
contributor to the tremendous growth in recent years in identity theft and other forms of credit fraud. The 
need to reduce the risks to individuals of the inappropriate disclosure and misuse of SSNs has led California 
to enact legislation to limit their use and display. California law is intended to deter public disclosure of 
SSNs. It does not prohibit the use of SSNs for internal verification, or administrative purpose, or as otherwise 
required by law. 
 

2. Prohibited use of SSNs: In compliance with California Civil Code Sections 1798.85 to 1798.86, IDI are 
prohibited from doing the following: 
 Publicly posting or displaying an individual’s SSN; 
 Printing an individual’s SSN or identification cards or badges; 
 Requiring persons to transmit a SSN over the internet unless the connection is secure or the SSN is 

encrypted; 
 Printing SSNs on anything mailed to an individual unless required by law to the document is a form 

or application. When sending applications, forms, or other documents required by law to carry SSNs 
through the mail, the SSN shall be placed where it will not be revealed by an envelope window. A 
SSN may not be printed on a postcard; 

 Requiring persons to log on to a website using a SSN without a password; 
 Encoding or embedding a SSN in a card or document, including using bar code, chip, magnetic strip 

or any other technology; 
 Printing more than the last four digits of an employee’s SSN on employee pay stubs or itemized 

statements. 
 

3. Standard: In addition to complying with the legal requirements concerning the use and display of SSNs, IDI 
shall take the following measures to reduce, control access, and protect the collection of SSNs 
 with security safeguards: 
 Collect SSNs preferably only where required to do so by federal  or state law; 
 If a unique personal identifier is needed, use employee or student identification number, or develop 

a substitute for the SSN; 
 Limit access to records containing the SSNs only to those who need to see the numbers for the 

performance of their duties; 
 Protect records with SSNs by encrypting the numbers on electronic records or storing records and 

other media in locked cabinets; 
 Do not store the SSNs in computers or other electronic devised where that are not secured; 
 Do not share the SSNs with other organizations or persons except were required by law; 
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 Prohibit third parties form using SSNs, except as required by law; 
 Do not leave voice mail messages with SSNs; 
 Do not fax documents containing SSNs through public machines; 
 Promptly report any inappropriate disclosure or loss of records containing SSNs to you supervisor  
 Discarding and destroying documents with SSNs must be accomplished in accordance with IDI rules. 

 
Accepting payment (Credit/Debit) cards  
 

1. Purpose: The purpose of this policy is to establish business proceeds and procedures for accepting payment 
cards. IDI will minimize the risk and provide the greatest value, security of data, and availability of services to 
each student account with the rules and regulations established by the Payment Card Industry (PCI). Also, these 
processes are intended to ensure that payment card acceptance procedures are appropriately integrated with 
the IDI financial system and other systems. 

 
2. Background: In response to increasing incidents of identity theft, the major payment card companies created 

the Payment Card Industry Data security standard to help prevent theft of customer data. The standard applies 
to all businesses that accept payment cards to procure goods and services.  Compliance with this standard is 
enforced by the payment card companies and generally, non-compliance is discovered wen an organization 
experiences a security breach that includes cardholder data. 

 
3. Definitions:  

 
1. Cardholder-the customer to whom a payment card has been issued or the individual authorized to use the 

card. 
2. Cardholder data-all personally identifiable data associated with the cardholder such as account number, 

expiration date, and cardholder name. 
3. Student financial services-the business office that approves and accepts the payments of payment cards at 

IDI. 
4. Encryption-the process of converting information into an unintelligible form to anyone except the holders of 

a specific encrypting key. Use of the encryption protects information between the encryption process and 
the decryption process against unauthorized disclosure. 

5. Merchant or merchant department-a merchant is defined as any IDI department or other entity that accepts 
payment cards bearing the logos of any of the three members of the Payment Card Industry Security 
Standard Council such as Discover Card, Master Card, or VISA. 

6. Merchant responsible person(s)-a management employee(s) who has the authority to approve a payment 
card account charge within the business office for IDI.  

7. Payment card-any payment card that bears the logo of Discover Card, MasterCard or VISA. 
8. Sensitive authentication data-this is security related information such as a full magnetic stripe, personal 

identification number or PIN  used to authenticate cardholders, appearing in plain text, or otherwise 
unprotected form. 

 
4. Prohibited payment card activities: IDI prohibits certain credit card activities that include, but are not limited to:  

 accepting payment cards for cash advances; 
 discounting goods or services based on the method of payment; 
 adding a surcharge or additional fee to a payment card transaction; 
 using a paper imprinting system unless approval is granted by the Executive Director 

 
5. Refunds: when a good or service is purchased using a payment card and a refund is necessary, the refund must 

be credited back to the account it was originally charged. Refunds in excess of the original sale amount or cash 
refunds are prohibited. 
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6. Maintaining security:  

 Compliance is required at all times and is assured through annual training; 
 Business office or other employee(s) accepting credit card payments on behalf of IDI are subject to the 

Payment Card Industry Data Security Standards (PCI); 
 IDI prohibits the transmittal of cardholder data or sensitive data via email or unsealed envelopes 

through campus mail as these are not secure; 
 IDI requires all external service providers that handle payment card information to be compliant; 
 IDI restricts access to cardholder data to those with a business “need to know”; 
 All electronic media, cardholder data shall not be stored on servers, local hard drives, or external media 

(removable) including floppy discs, CDs, thumb drives (flash) unless encrypted and otherwise in full 
compliance with PCI. 

 For media, cardholder data shall not be stored unless approved for legitimate business purposes. 
 

7. Sanctions: the Executive Director may suspend credit card account privileges of any employee not in compliance 
with these policies or that places IDI at risk. 

 
8. Training: employees who are expected to be given access to cardholder data shall be required to complete upon 

hire, and at least annually thereafter, security awareness training focused on cardholder data security. 
Employees shall be required to acknowledge at least annually that they have received training, understand the 
cardholder security requirements and agree to comply with these requirements. 

 
Password protection 
 

1. Background: Passwords are an important part of computer security. As the front line protection of user 
accounts, passwords can preserve the confidentiality of protected data and are the sole-property of the account 
holders.   

 
2. Purpose: The purpose of the password is to protect school data. It is important to change the password 

frequently and to compose of a strong password for the user’s protection. The responsibility in changing the 
password is given to the user of the school’s computer. It should be treated as confidential information. The 
following measures should be taken when creating a password: 
 
 Do not use the same password on IDI accounts that you use on personal accounts. 
 Do not reveal your password over the phone to anyone. 
 Do not talk about your password in front of others. 
 Do not email your password. 
 Do not store passwords on any computer system without encryption. 
 Do not relay password to others while on vacation. 
 Do not use the remember password feature on applications or web browsers. 

 
Passwords should be changed annually or more frequently depending on the application used. 
 

Multi-Factor Authentication (MFA): 
• Implementation: IDI requires Multi-Factor Authentication (MFA) for all systems where sensitive or personal 

data is accessed, in addition to the use of strong passwords. MFA adds a critical second layer of security by 
requiring users to verify their identity using at least two forms of authentication: something they know 
(password), something they have (a security token or authentication app), or something they are (biometric 
verification). 

• Purpose: The addition of MFA is to enhance the security of our systems by reducing the risk of unauthorized 
access resulting from compromised passwords. 
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• Exceptions: If MFA implementation is deemed infeasible or presents an undue technical or financial burden, 
alternatives may be considered. These alternatives must be documented and approved by IDI’s Information 
Security Officer, ensuring they provide reasonably equivalent or greater security. 

• Compliance: All users are required to comply with MFA protocols as part of their regular system access 
procedures. Training and support will be provided to ensure all users understand how to effectively use MFA 
technologies. 

 
Identity theft 
 
Identify theft occurs when someone uses your personally identifying information, such as your name, SSN, or credit card 
number, without your permission, to commit fraud or a crime. 
 
The Federal Trade Commission (FTC) estimates that as many as 9 million Americans have their identities stolen each 
year. It is the fastest growing crimes in the nation. Identity theft accounted for 36% of all complaints received by the FTC 
in 2006, of which California represented 17% of these complaints. 
 
Identity theft is a serious and takes many criminal forms. Identity theft may rent an apartment, obtain credit cards, or 
establish a telephone account in your name. You may not find out about it until you review your credit report or 
statement or notice charges you did not make. You may even be contacted by a debt collector. 
 
The information offered is intended to help you take steps in reducing your risk with identity theft. There are some 
action you can take to resolve problems an recover your good name should you become a victim of identity theft. 
 

1. Purpose: The reason for an identity theft prevention program is to detect, prevent, and mitigate identity theft in 
connection with the opening of a “covered account” or that of a managed existing account. 
 

2. Background: In 2003, U.S. Congress enacted the Fair and Accurate Credit Transaction act or FACTA which 
required creditors to adopt policies and procedures to prevent identity theft. These requirements are described 
in section 114 of FACTA and are known as the “Red Flags Rule”. The rules requires financial institutions and 
creditors holding covered account to develop am implement a written identity theft program designed to 
identify, detect and respond to Red Flags. 
 

3. Red Flags: Some of the categories described as Red Flags include the following alerts, notifications or warnings: 
 
 A fraud or active duty alert included in a consumer report. 
 A consumer reporting agency provides notice of freeze in response to a request for a consumer report. 
 A consumer reporting agency provides a notice of address change. 
 A consumer report shows unusual activity or pattern of activity inconsistent with the history of the 

applicant or consumer. 
 

4. Suspicious documents: Some examples include: 
 Documents provided for identification are altered or forged. 
 The photograph or physical description on the identification is not consistent with the appearance or 

customer presenting the identification. 
 An application appears to be altered or forged, or gives the appearance of having been destroyed and 

reassembled. 
 Other information on the identification is not consistent with information provided by the customer 

presenting the identification. 
 

5. Responding to Red Flags: The detection of a red flag, by an employee(s) of IDI, shall be reported to the Executive 
Director. Based on the type of red flag, the Director will determine the appropriate action. 

Appropriate action may include: 
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 Monitoring an account for evidence of identity theft; 
 Contacting the individual; 
 Changing passwords, security codes, or other security devices that permit access to an account; 
 Reopening an account with a new number; 
 Not opening a new covered account; 
 Closing an existing account; 
 Not attempting to collect on an account or not selling on an account to a debt collector; 
 Notifying law enforcement; 
 Determining that no response is warranted under the particular circumstances. 

 
6. Training: All employees who process any information related to a covered account or student account shall 

receive training for understanding their responsibilities associated with the Identity Theft Prevention program. 
 
Email, Calendars and Texting Guidelines 
 

1. Purpose: The purpose of establishing guidelines for conducting business using email, text messaging, and 
calendar services is to provide IDI users such as faculty, staff, students, and others with the rules allowed in 
using emails, calendars and texting. 

 
2. Email usage: Individual accounts for faculty, staff, students and others will be created based on the user 

eligibility. The email account generated will be considered the individual’s primary email account used for 
official school communication. Students have the option of forwarding the school’s email to a designated third-
party personal email account. 
 

3. Email usage responsibilities: 
 Faculty and staff must use the IDI emails when conducting academic and administrative business. 
 Faculty and staff must use the calendar provided on the system to schedule meetings and appointments 

within the campus. 
 Student may designate either their campus or personal account for their preferred email. Students are 

able to auto-forward their school account to their personal account. 
 IDI should not send confidential information over email. Confidential information includes, but it is not 

limited to SSNs, driver’s license, credit card numbers, or any combination with any required access code. 
All of this type of information should be secured with an encrypted password or code when using any 
computer on campus to send or receive this type of data. 

 
4. Security and privacy of email: all electronic communication such as email, text messages, calendar content, and 

attachments are considered IDI records. IDI provided email is scanned and filtered through security for security 
threats such as malware, viruses and potentially dangerous files. IDI is managed to comply with all laws 
prohibiting activities such as misleading advertising, email spam, and phishing. 

 
5. Prohibited email account activities: 

 Using a fake or misrepresented email or host name from a sent email. 
 Opting out of mass campus broadcast emails. 
 Sending mass emails that are not approved by the Executive Director. 
 Harvesting information to obtain directory information for the purpose of sending unapproved email or 

spam is not permitted. 
 

6. Termination of email accounts: 
 Standard employment separation, termination or retirement will cease the use of IDI’s email account. 
 Violation of IDI policies or guidelines. 
 Disciplinary action when an account may be suspended terminated or reassigned depending on the 

employee or student discipline. 
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 Shared email accounts that are inactive, or no longer needed will be deleted. 
 

7. Calendars: Faculty and staff must use the calendar provided by IDI in the email system to schedule meetings and 
appointments within the campus. Shared and resource calendars may be requested and utilized by each 
department to manage and conduct business.  

 
8. Text messaging: any campus business conducted using text messaging whether on campus or on personal 

devices is subject to disclosure under the California Public Records Act. 
 

9. Response to violations: IDI reserves the right to temporarily or permanently suspend, block, or restrict access to 
the campus services when it appears necessary to do so to protect the confidentiality, integrity, or functionality 
of those services. 
 

Proposed Section: Third-Party Service Management 
General Policy: 
While IDI does not develop applications in-house, we recognize the importance of ensuring that all third-party 
applications used within our operations adhere to the highest standards of security. IDI utilizes various third-party 
services, including Form stack for student registration, FileMaker for student database management, Clover as a credit 
card processor, and QuickBooks for financial processing. These services are integral to our operations and are selected 
based on their compliance with stringent security standards that align with our cybersecurity policies. 
 
Security and Compliance: 
 
Data Encryption: 
All third-party services must ensure that customer information is encrypted both in transit and at rest, adhering to 
industry-standard practices to safeguard data against unauthorized access. 
Access Controls: 
Access to customer information through third-party services is restricted to authorized personnel only, based on their 
role and the minimum necessary access required to perform their duties. This aligns with IDI’s internal policies on data 
access and confidentiality. 
Security Assessments: 
IDI conducts annual security assessments of all third-party services to evaluate their compliance with our security 
requirements. This includes reviewing their encryption practices, access controls, and overall data protection measures. 
Vendor Compliance: 
All third-party vendors are required by contract to maintain appropriate security measures and to regularly report on 
their compliance status. IDI retains the right to terminate any agreement where the vendor fails to meet our security 
standards. 
Risk Management: 
Regular assessments are carried out to determine the risk level associated with each third-party service provider. These 
assessments help ensure that any potential threats to the confidentiality, integrity, and availability of customer 
information are managed effectively. 
Change Management: 
Any changes to the services provided by third-party vendors, including updates or modifications to software or security 
protocols, are managed through IDI’s change management procedures. This ensures continuity and security in all third-
party integrations. 
Service Provider Evaluation: 
Periodic re-evaluation of service providers is conducted based on the risk they present and the continued adequacy of 
their safeguards. This process is integral to maintaining the integrity of IDI’s information security framework. 
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Electronic media sanitation procedures: 
IDI adheres to two major types of sanitization for all electronic computing devised used on campus. One is to clear the 
data on the unused system and the other is to destroy the electronic computing devices. 

1. Clearing: the information is a level of media sanitization that protects the information against a robust keyboard 
attack. The simple deletion of items does not suffice for clearing. Clearing must not allow information to be 
retrieved by data, disk, or file recovery and must be resistant to keystroke recovery. Overwriting is an acceptable 
method of clearing media.  

2. Destroying: When electronic media is inoperable and cannot be cleared, the electronic media must be physically 
destroyed. IDI utilizes a destruction of hard drives and a shredder to remove the electronic media. 

 
Data Retention Procedures: 

• Information is retained no longer than two years after its last active use unless required for ongoing business 
operations, compliance with legal obligations, or when targeted disposal is impractical due to the storage 
method. 

• The data retention policy is reviewed annually to ensure it remains compliant with current laws and aligns with 
the minimal necessary retention for business operations. This review helps minimize unnecessary data retention 
and adjusts retention schedules as business needs or legal requirements evolve. 
 

Change Management Procedures: 
• Any changes to the data retention and sanitization procedures are managed through IDI's formal change 

management process. This process ensures that all modifications undergo thorough review, impact analysis, and 
approval before implementation. 

• The change management team, consisting of members from IT, security, compliance, and legal departments, 
assesses the risks associated with changes to ensure they do not compromise data security or compliance. 

• The change management team will also evaluate and adjust the information security program in light of the 
results of required testing and monitoring; any material changes to its operations or business arrangements; the 
results of the required risk assessments; or any other circumstances that it knows or has reason to know may 
have a material impact the information security program. 

 
Safe computing: Even though IDI is responsible for safe computing while utilizing IDI electronic devises, faculty, staff, 
and students should be aware of the following: 
 

1. Beware of phishing scams 
2. Protect your data and devices 
3. Protect yourself 
4. Stay informed 
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